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Introduction





	At the CDM meeting on May 6, there was a short discussion of the pros and cons of Java.  As I stated at that meeting, the CDM DataGate, which is Volpe’s web site, makes no use of Java.  We plan to keep the CDM DataGate free of Java for two main reasons.  First, we do not need it since we can do everything we want without Java.  Second, in our view Java is not a mature, stable platform, so it is better to avoid it if possible.





	There was further discussion of this at the FAA’s CDM program review meeting on May 19, where a new issue was raised.  It is planned that soon CDM participants will be able to access over CDMnet the Aviation Weather Center’s Aviation Digital Data Service (ADDS) web site.  This site is now available over the Internet, and it is planned that CDM participants would be able to get to this site without going over the Internet by going through Volpe.  I said that our plan was to control this link to ADDS in two ways.  First, we would disable any links to other sites.  Second, we would disable any Java applets.  There was a great deal of unhappiness with the plan to disable Java applets.  Some felt that this would unduly limit the usefulness of sites that would be made available over CDMnet.  In particular, the ADDS site makes use of Java now, and the next planned revision apparently will make much heavier use.





	It became clear at this meeting that there was no consensus on the attitude that CDM should take toward Java, and I was given the action item of trying to bring about a consensus.  Therefore, this memo is an attempt to provide an even-handed discussion of the security issues related to Java.  If you have an opinion, please explode it.  Also, a telcon will be held soon to discuss these issues.





The Problem





	The problem with Java is that if you browse a site that uses Java and that has been written by someone who is untrustworthy, you open yourself up to security violations.  For example, depending on your browser, it is possible that every file on your hard disk could be read by the untrustworthy person on the other end.  The appendix to this memo gives more information on the security problems that can occur.





	We should be clear about what is not a problem.





There is no direct security threat to the Volpe or Command Center web sites.  That is, it is the person who is doing the browsing that has the problem.


If the writers of the Java code are trustworthy, then there is no security problem.  That is, security problems do not occur by accident; they occur because the person writing the Java code meant to do something that he should not have been doing.





In short, the security risk is to the person doing the browsing, and there is only a risk if the site that is being browsed is untrustworthy.





Responses to this Problem





	There are three main ways that we can respond to this problem.  One common element of all three responses is that Volpe will disable any links to other sites.  For example, the ADDS site has links to sites on the Internet.  Volpe will disable these links so that one who is browsing this site over CDMnet cannot jump to sites on the Internet.  There are two reasons for this.  First, a user conceivably could use a link to jump from a site with certified data to a site that is not certified, and it is easy to get confused about exactly where one is.  To prevent this confusion, these links will be disabled.  Second, a user could jump from a site where there are no problems with the Java to a site where there is a problem; a way to prevent this is to limit access to the sites that have CDM approval.  If an airline likes the idea of being able to use the links in the ADDS web site, then that airline should access this web site over the Internet rather than over CDMnet.





	Now consider the three responses to the Java problem.





	The first response is: Neither Volpe nor the airlines do anything special to deal with Java.  It can be argued that the web sites that will be accessible over CDMnet will be closely controlled and, therefore, can be trusted, so there is nothing to worry about.  This argument has considerable force.  The counter-argument is that that over time we might well expand the sites that are accessible over CDMnet, and this will increase the chance that an untrustworthy author will be encountered.  That is, we start with code written by the Command Center, Metron, and Volpe.  Maybe we trust all of those organizations since we all have extensive experience with them.  Then we add the Aviation Weather Center, then maybe Lincoln Lab, which has a weather product that might be useful, and who knows who gets added in the future. 





	The second response is: Volpe does nothing, but the airlines have the option of disabling Java and/or JavaScript.  The point is that each airline is given the option of allowing access to Java.  This can be achieved by configuring the browser.  For example, I use Netscape Communicator 4.51. If from the menu bar I choose Edit/Preferences/Advanced, I get a screen with checkboxes that lets me choose whether Java and JavaScript are enabled.  If, say, I unchecked the Java box, then the security problems discussed in the appendix to this memo would be avoided.  The advantage of this approach is that each airline can choose for itself if it wants to allow Java.  The disadvantage to the airline is that, even if it decrees that Java will be turned off, an individual user could change the settings on his browser to enable Java.  (To guard against a user changing the settings, an airline could block Java entirely with its firewall.)





	The third response is: Volpe disables all Java applets.  Volpe has the ability to disable all Java applets on a site such as the ADDS site.  The advantage is that this would guarantee that there would be no security problems with Java.  The disadvantage is that the functionality of the Java applets would be lost.





	There are other possible responses.  For example, Volpe could disable Java applets for some users but not others.  These other responses would be somewhat tricky, and I would guess that they are not needed, so they will not be discussed here.





Summary





	At one extreme, we could decide that there is nothing to worry about; Volpe and the airlines would do nothing, and Java would be accessed over CDMnet with no control except that only authorized web sites would be accessible.  At the other extreme, Volpe could block all accesses to Java.  The middle of the road is that Volpe would not block accesses to Java, but each airline would have the option of blocking access or not.  At the moment this middle of the road approach seems like a good one to me, but you can all think this over from the perspective of your organization.





	Also, it should be kept in mind that whatever the group decides, Volpe plans for the foreseeable future to keep the CDM DataGate free of Java.  We do this because we can do everything we want without Java, and then there will be no suspicion of us introducing a security problem with Java.  Moreover, our view is that there are reliability problems with Java that we would like to avoid; these will not be discussed in this memo since this goes beyond the topic of security.








Appendix





	Java is designed so that Java code that you download should not be able to do things such as delete or read files on your hard disk.  It turns out, however, that real implementations of Java are not air-tight, and hackers have found ways to circumvent these safeguards.  Holes get plugged, but new holes are discovered.  For this reason, if you browse a site written by an untrustworthy author, you are opening yourself up to security problems.





	Go to the URL http://www.geek-girl.com/bugtraq/1999_2/0019.html, and you can read about a potentially serious security problem that allows someone to surreptitiously read the files on your hard disk if you download a Java applet. You can also go to http://www.whitehats.com/guninski/ and see other  exploits.  An “exploit” refers to a procedure for using software or hardware in unanticipated ways to gain access to systems and data not intended by system designers.
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