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1.0verview

This document describes how to connect to the thin-client Traffic Situation Display
(TSD) which replaces the Web Situation Display (WSD) and Common Constraint
Situation Display (CCSD). There are three general user categories referred to as TSD-
U for unfiltered, TSD-F for filtered (no sensitive flights), and TSD-C for CDM
(Collaborative Decision Making). Please refer to the TSD-U/F or TSD-C Reference

Manual for detailed information on user functions.

A single TSD in a web browser is provided for each individual login into the system.

Limitations are placed on functionality by “graying out” prohibited menu items.

2.Using Oracle Secure Global Desktop (SGD)

Thin-client TSD uses Oracle Secure Global Desktop (SGD) to provide secure, remote
access to TSD functions. To access thin-client TSD, you need an account and a

compatible browser with Java™ technology enabled.

This section guides you through the basics of using SGD. It describes how to log in
and log out of the software, as well as how you can use SGD to run the TSD

application.

2.1. Obtaining Access

Contact the TFM Consolidated Service Desk (TCSD), (609) 485-9601, to request
a new account or modification to an existing user account. The TCSD will provide
an application form for you to complete and submit through the appropriate
management chain. Once approved, the TCSD will provide a user name,

password and the URL through appropriate channels.



2.2. Requirements

Before you log in to SGD, ensure the following requirements are met:

e You have a compatible browser installed:

Web Browsers — Firefox, Internet Explorer, Safari

SGD supports the following Operating System/Browser versions:

Microsoft Windows XP, Vista

Internet Explorer 7 & Internet Explorer 8, Mozilla Firefox 3

Microsoft Windows 7

Internet Explorer 8, Mozilla Firefox 3

Red Hat Linux 5.5 Desktop

Mozilla Firefox 3

Mac OS X 10.6

Safari 4 & 5, Mozilla Firefox 3

Note: other Browsers may work, but if a problem arises, there may be no support to correct the issue.

¢ JavaScript™ software is enabled in your browser; Note: If Java

technology is not enabled in your browser, a warning message is shown.

You must enable Java technology in your browser before proceeding. If

JavaScript is not enabled in your browser, a warning message is

displayed beneath the login dialog box.

e You have a user name and password for the SGD server. Contact your

local administrator or the TCSD if you do not know your user name and

password. Refer to Section 8 for the rules governing accounts and

passwords.

e You know the Web Address for the login - the Uniform Resource Locator

(URL) for the SGD server. Contact your local administrator or the TCSD if

you do not know the Web Address / URL.




3.RSA Authorization

You may be required to have an RSA account to access thin client (RSA stands for
“Rivest, Shamir and Adleman”, who created the public key algorithm). If this additional

authorization is required, you will be prompted for your RSA User ID and passcode,

prior to seeing the SGD login, as illustrated in Figure 1.

RSA SecurlD : Log In - Mozilla Firefox (on floodgate.tfmi.nas.faa.gov)
File Edit View History gookrnarks Tools Help

4‘ [~ ?@ ° ﬁ https:f.-"dctpubﬁ1S.ﬁmi.nas.faa.govfsgd.!web:ops.-"standardfweb LJ 'iGooglc @

Most Visited¥ |o|Red Hat, Inc. |©/Red Hat Network #>SupportY [EShop™ E>ProductsY [E>Training™

Federal Aviation .
Administration SecurlD

Log into access this protected resource. If you don't remember your login information, cortact your help desk or administrator.
User ID: I
Passcode: I
Your Passcode is your PIN + the number displyed on your token (the Tokencode).
Logln | Reset |
“WARNING "WARNING" "WARNING**
This is a Federal Aviation Administration (FAA) puter system, FAA systermns, including all related equip t, nebwods, and netwodk devi
pecifically including int t access) are provided for the p ing of official U.S. Government information. Unauthorized access or use of this
computer system may subject violatos to criminal, andfor administravite action.
All information on this computer systemn may be intercepled, recorded, read, copied, and disclosed by and to authorized p 1 for officail puposes,
including criminal investigations. Access o1 use of this computer system by any person, wheth thotized or unauthorized stitut: to these terms.
SWARNING "WARNING "WARNING**
Done dctpub615.tfmi.nas.faa.gov 5 | 7

Figure 1. RSA Login

RSA Login screen.

1. Enter your assigned RSA User ID and SecurelD token into the User ID and

passcode fields, respectively.
2. Click the Log In button.

3. If verified, the system will proceed to the SGD Login.



4. SGD Login
To log in:

1. Using your browser, go to the SGD login URL. The Secure Global

Desktop login menu will be displayed as shown below in Figure 2:

Federal Aviation

) Administration Secure Global Desktop

Username l

Password ,

LOGIN

For assistance contact TFM Consolidated Service Desk (TCSD) at: (609) 485-9601.

“*WARNING*WARNING**WARNING**

This is Federal Aviation Administration (FAA) computer system. FAA systems, including
all related equipment, networks, and network devices (Specifically including Internet
access) are provided for the processing of official U.S. Government information.
Unauthorized access or use of this computer system may subject violators to criminal,
civil, and/or administrative action.

All information on this computer system may be intercepted, recorded, read, copied,
and disclosed by and to authorized personnel for official purposes, including criminal
investigations. Access or use of this computer system by any person, whether
authorized or unauthorized constitutes consent to these terms.

“*WARNING**WARNING**WARNING**

Figure 2. SGD Login Dialog Box

2. Type in your SGD Username and password.
3. Click the Login button
4. While SGD is starting up, the splash screen is shown (Figure 3)




i Federal Aviation
Administration Secure Global Desklop

Figure 3. SGD Splash Screen

The Initial Connection dialog box is shown (see Figure 4). This is a security message
that is displayed the first time you connect to an SGD server.

Note: this may not open in front — check the Taskbar.

® __ Securiywaming B3

The Secure Global Desktop server you are connecting to is untrusted
due to the following problems with the cerificates it is using:

The issuer of the cerificate is unknown.

You should examine the certificate and ensure you are willing to trust
it for the purpose of identifying the server dsdfed8662 tfmi.nas faa.gov.

&ccept the certificate only if you are sure there is no security risk.

If you are unsure, click Reject and contact a
Secure Global Desktop Administrator (you will not be able to log in).

View Cerificate...

“ pccept this cerificate temporarily for this session
~ Accept this cerificate permanently

~ Accept this cerlificate and the Cerificate Authority chain permanently

Acceptl Reject |

Figure 4. Initial Connection Dialog Box
1. Check Accept this certificate permanently radio button.
2. Click the Accept button.

Once you have accepted, you will not see the security message again unless there is a
problem with the connection.



A Java technology security warning is shown (see Figure 5). This is a security

message that is shown the first time you connect to an SGD server.

Warning - Security [E|
The application's digital signature has been verified. «
Do you want to run the application? | =2

Name: com,tarantella.tta clieat tee, hwplugin, pluginG, TCCHelper
Publisher: Cracle USA, Inc,

From: http:/fsgd-server-a2

Blwayst
0 The digital signature has been validated by a trusted source, More Information...

Figure 5. Java Technology Security Warning Dialog Box

Select the Always trust content from this publisher option and click Run.

A Potentially Unsafe Connection message may be displayed (Figure 6).

Potentially Unsafe Connection @

! E WARNING - POTENTIALLY LINSAFE CONNECTION

While trying to connect ta the server sgd-server-a2 example.com the
Oracle Secure Global Desktop Client has found the server certificate has
changed.

It is possible that the certilicate on this server has changed due to
admiristrative reasons, however if you are uncertain then do not accept
this certificate and contact the server administrator.

Wiew Certificate... |

Figure 6. Potentially Unsafe Connection Message

1. Click the Accept button to proceed.



4.The SGD Webtop

The webtop is a web page that lists the applications you can initiate through SGD.

Figure 7 outlines the webtop.

@ Oracle Secure Global Deskiop - Mozilla Firefox -0X
Fide Edn Yiew History Bookmarks Too's Help
@ B v @ O & [l rososcedsss2 minas faa gov/sgdiindex jsp7ko=1332156209840 ~|[GTe A
: B2 Most Visited™ o Red Hat, Inc. | © Red Hat Network P9Suppon™ P9Shop™ BIProducts™ P9 Training™
1 # Federal Aviation
Administration ecure Global Deskdop @y O wo B won
APFLICATIONS [ TEDAS s Webrop

Welcome to your Webtop

Helio, TBD-U You are currently using a seCure connection

Traffc Statos D phry - Ustilered

Cooyrght ©2010, 2011, Oacle andor i afilnies Al nghts mem-sed

| Done dsdfedB662.thmi.nas faa gov 34

Figure 7. SGD Webtop

# Name Description

1 Menu bar Includes Logout, Help, and Info buttons

2 Applications area Lists the applications that you can run

3 Printing area When you print from the TSD, your print file will be

displayed in PDF format in an Adobe Reader. You can then either save the file or print
to your local printer. The name of the print file will appear momentarily in the
Printing area of the webtop.

4 Information area Displays error messages and system information
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5.Using Applications

Use the Applications area of the webtop to start, stop, and manage your applications.

5.1. Running Applications

To start an application, you click its link on your webtop, as shown in Figure 8. In a

few moments the application is shown, ready for you to use.

APPLICATIONS EDIT

Suspend All | Resume All | Cancel All

= Traffic Situation Dsply - U

Figure 8. Application Area

5.2. Toolbars for Controlling Application

When an application is running, a triangle appears in front of the application’s
name on the webtop. A session toolbar also appears below the application

name as shown in Figure 9.

APPLICATIONS EDIT

Suspend All | Resume All | Cancel All

¥ Traffic Situation Display - U

Feb15 2012 1:5343PM |l © X

Figure 9. Toolbar session



5.3. Session Toolbars for Controlling an Application
The session toolbar allows you to:
e Click Il to suspend an application
e Click O ume an application

e Click X to end an application

5.4. To Log Out of SGD
Before you log out of SGD, ensure that you:

e EXxit out of the application (Click “X” as illustrated for the Traffic Situation
Display application in Figure 9 or close the TSD by hitting the X on the
top right of the TSD window).

e Click the Logout button (Figure 10) on your webtop and click OK when

prompted for confirmation

¢ Always log out of SGD before closing your browser

Figure 10. Logout Button



6.Thin Client Limitations

Former WSD and CCSD users will have no loss in functionality.

The thin-client does not have the following full-client TSD functions enabled:

Replay (a.k.a playback)

CIWS

Reroute Preview, Model and attaching flight list

Preference Sets

Traffic Management Shell, TFMS Autosend, TFMS Electronic Mail and Route Manager

Tools including Network Utilities, Database Commands, Script, EDCT Commands, with
the following exception: TSD-U/F users do have access to the following EDCT
Commands: EDCT CHECK, EDCT LIST, EDCT SLIST, EDCT SUB SHOW, and EDCT
UNASSIGNED SLOTS.

NAS Monitor, with the following exceptions: TSD-U and TSD-F users can use Time in

Sector, Bar Charts, and Show/Hide Flights

TSD-C users do not have access to the NAS Monitor

TSD-U and TSD-F users have access to all NAS Monitor functions except for Turn Green
Alarms functions

Edit/Cancel/Delete Reroute

Approve or revoke an exception, or Generate an Amendment from Reroute Monitor

Also:

e The only Semicolon Command allowed is Request List.
e TSD-C users do not have access to FLIGHTS menu functions

e TSD-C users cannot use Show/Hide Flights within Reroute Monitor or FEA/FCA

Timeline
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7. Login Security Policy

The following security policy is applied to all users:

1.

Every user must be named and assigned a unique strong password:
Minimum 10 characters, 1 uppercase, 1 lowercase, 1 number, and 1 special

character (e.g., !, @, #, %, etc).

. Accounts are locked for 30 minutes after 3 unsuccessful logins during a 2

minute period.
Your login session will be locked out after 15 minutes of inactivity.

Initial passwords will be assigned by the Help Desk and must be changed at the

first login.

Password must be changed every 90 days. Passwords may be re-used after 10

password changes.

. Accounts will be locked if no activity is detected for 90 days. After review, the

account will either be closed or the user will be requested to re-submit an

account request.

. Contact the Help Desk for any login/password issues.
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